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[bookmark: _Toc235447404]1. Purpose & Scope
This Robotic Process Automation (RPA) Governance Policy establishes the standards, procedures, and controls governing the development, deployment, and ongoing management of software bots that automate finance processes at [Company Name]. The policy ensures that RPA deployments maintain financial data integrity, comply with SOX requirements, and operate reliably within a controlled framework.
This policy applies to all RPA implementations within the finance function including: attended bots (triggered by a user), unattended bots (running autonomously on a schedule), bot-assisted processes in AP, AR, GL, payroll, tax, and treasury, bots that interact with the ERP, banking platforms, or financial reporting systems, and bots developed internally or by third-party providers.
[bookmark: _Toc235447405]1.1 Objectives
•  Establish governance ensuring bots operate accurately and reliably in financial processes
•  Define SOX-specific controls for bots that perform or support SOX key controls
•  Maintain a complete bot inventory with designated owners for every production bot
•  Prevent unauthorized bot creation (shadow RPA) that could compromise financial data
•  Ensure bot exception handling prevents silent failures that could affect financial reporting
•  Enable scalable automation while maintaining control and auditability


[bookmark: _Toc235447406]2. Definitions
	Term
	Definition

	RPA
	Robotic Process Automation — software technology that automates repetitive, rule-based tasks by mimicking human interactions with computer systems.

	Bot
	A software robot configured to perform a specific automated task or workflow.

	Attended Bot
	A bot triggered by a user that runs on the user's workstation, typically assisting with a task the user is performing.

	Unattended Bot
	A bot that runs autonomously on a server or virtual machine, triggered by a schedule or event, without human intervention.

	Bot Inventory
	The complete register of all bots in production, including their purpose, owner, schedule, and control classification.

	Bot Owner
	The business process owner accountable for the bot's accuracy, maintenance, and business outcomes.

	Bot Developer
	The individual who builds and configures the bot automation.

	Exception Handling
	The bot's defined behavior when it encounters an error, unexpected data, or a condition outside its programmed logic.

	Shadow RPA
	Unauthorized bots developed outside the governance framework, creating uncontrolled risk.

	Control Bot
	A bot that performs or supports a SOX key control (e.g., automated reconciliation, three-way match, approval routing).




[bookmark: _Toc235447407]3. Policy Statements
[bookmark: _Toc235447408]3.1 Bot Classification
	Classification
	Criteria and Controls

	Control Bot (High Risk)
	Performs or directly supports a SOX key control. Requirements: SOX Program Manager approval, comprehensive testing, quarterly effectiveness review, change management per the Finance Application Change Management Policy.

	Financial Process Bot (Medium Risk)
	Processes financial transactions or data but does not directly perform a SOX control. Requirements: Controller approval, UAT, error handling with escalation, monthly performance monitoring.

	Administrative Bot (Low Risk)
	Performs non-financial tasks (report distribution, data formatting, email processing). Requirements: Bot owner approval, standard testing, periodic review.


[bookmark: _Toc235447409]3.2 Bot Development Standards
All finance bots shall be developed per the following standards:
•  Process documentation: the manual process must be fully documented before automation (the bot replicates a defined process, not ad hoc behavior)
•  Exception handling: every bot must have defined exception handling for: unexpected data formats, system unavailability, login failures, and data validation failures. Exceptions must be logged and escalated — bots must NEVER silently skip records or continue processing after an error
•  Audit trail: bots must log every action performed (records processed, values entered, systems accessed, exceptions encountered)
•  Credentials: bots must use dedicated service accounts (not personal user credentials) with minimum required permissions
•  Segregation of duties: bot access must not create SOD conflicts (a bot should not have both transaction initiation and approval authority)
[bookmark: _Toc235447410]3.3 Bot Inventory
The RPA Program Manager shall maintain a complete bot inventory. No bot may operate in production without being registered in the inventory. The inventory includes: bot name and unique ID, purpose and process description, classification (control, financial, administrative), bot owner (business), bot developer (technical), systems accessed, schedule and trigger, credential and access details, exception handling behavior, last review date, and change history.
[bookmark: _Toc235447411]3.4 Shadow RPA Prevention
[Company Name] prohibits the development and deployment of finance bots outside the RPA governance framework. IT shall monitor for unauthorized automation (desktop macros, scripts, or RPA tools installed without approval). Shadow bots discovered in production shall be: immediately suspended, assessed for data integrity impact by the Controller, and either brought into compliance or decommissioned.

[bookmark: _Toc235447412]4. Roles & Responsibilities
	Role
	Responsibilities

	CFO
	Sponsors the finance RPA program. Approves the RPA strategy and investment.

	Controller
	Approves financial process bot deployments. Reviews bot impact on financial reporting and controls.

	RPA Program Manager
	Manages the bot inventory. Coordinates development and deployment. Monitors bot performance. Enforces governance.

	Bot Owners (Finance)
	Accountable for their bot's business outcomes. Review bot performance monthly. Approve changes. Investigate exceptions.

	Bot Developers
	Build and test bots per development standards. Support production issues. Implement changes per change management.

	SOX Program Manager
	Classifies bots as control bots when applicable. Ensures SOX controls performed by bots are documented and tested. Updates ICFR documentation.

	IT Security / CISO
	Manages bot credentials and access. Monitors for shadow RPA. Ensures bot security compliance.

	Internal Audit
	Tests bot controls. Validates bot accuracy. Reviews exception handling effectiveness.




[bookmark: _Toc235447413]5. Detailed Procedures
[bookmark: _Toc235447414]5.1 Bot Development Lifecycle
1.  Process owner identifies an automation opportunity and submits an RPA request
2.  RPA Program Manager evaluates: process suitability (rule-based, high volume, stable), estimated ROI, and risk classification
3.  If approved: manual process documented in detail (process map, business rules, exception scenarios)
4.  Bot developer builds the bot in the development environment
5.  Developer testing: all scenarios including error conditions
6.  UAT by the process owner using production-like data
7.  For control bots: SOX Program Manager reviews and approves. SOX documentation updated
8.  Controller approves deployment (for financial process and control bots)
9.  Bot migrated to production by an individual other than the developer (SOD)
10.  Bot registered in the inventory; monitoring configured; go-live communication sent
[bookmark: _Toc235447415]5.2 Bot Monitoring
All production bots shall be monitored continuously:
•  Execution monitoring: did the bot run as scheduled? Did it complete successfully?
•  Exception monitoring: are exceptions being generated? Are they within normal parameters?
•  Volume monitoring: did the bot process the expected number of records? (Significant variance triggers investigation)
•  Performance monitoring: is the bot completing within the expected timeframe?
The bot owner shall receive a daily execution summary for their bots. Failures and critical exceptions shall trigger real-time alerts to the bot owner and RPA Program Manager.
[bookmark: _Toc235447416]5.3 Exception Handling
Every bot shall implement a tiered exception handling framework:
	Exception Level
	Bot Behavior

	Recoverable error
	Bot retries the action [X] times; logs the exception; continues processing remaining records; flags the failed record for manual review

	System unavailability
	Bot pauses and retries after [X] minutes; if still unavailable after [X] retries, bot stops and alerts the bot owner

	Data validation failure
	Bot flags the record as an exception; does NOT process it; logs the details; continues with remaining records

	Critical failure
	Bot stops immediately; alerts the bot owner and RPA Program Manager; no further processing until the issue is investigated


Exception reports shall be reviewed by the bot owner daily (for financial bots) or weekly (for administrative bots). Unresolved exceptions shall be escalated per the aging thresholds.
[bookmark: _Toc235447417]5.4 Bot Change Management
Changes to production bots follow the Finance Application Change Management Policy:
•  Standard changes (configuration updates, schedule changes): RPA Program Manager approval
•  Significant changes (logic changes, new system interactions): Controller approval + UAT
•  For control bots: SOX Program Manager approval + re-testing of the control
•  All changes version-controlled with documented change history
[bookmark: _Toc235447418]5.5 Quarterly Bot Review
The bot owner and RPA Program Manager shall conduct a quarterly review of each bot:
•  Is the bot still needed? (Process may have changed or been eliminated)
•  Is the bot performing accurately? (Sample verification of bot outputs against manual calculation)
•  Are exception rates within acceptable parameters?
•  Are the bot's credentials and access still appropriate?
•  Has the underlying application changed in a way that could affect the bot?
•  For control bots: is the control still operating effectively?


[bookmark: _Toc235447419]6. Approval Authorities & Thresholds
	RPA Decision
	Threshold
	Approver

	Administrative bot deployment
	Low risk
	Bot owner + RPA Program Manager

	Financial process bot deployment
	Medium risk
	Bot owner + Controller

	Control bot deployment
	High risk
	Bot owner + Controller + SOX Program Manager

	Bot credential provisioning
	All
	IT Security + RPA Program Manager

	Bot change (standard)
	Configuration/schedule
	RPA Program Manager

	Bot change (significant)
	Logic/integration
	Controller + UAT

	Bot decommissioning
	All
	Bot owner + RPA Program Manager

	Shadow bot remediation
	All
	Controller + IT Security

	RPA platform procurement
	All
	CFO + CTO




[bookmark: _Toc235447420]7. Exceptions & Escalation
Bots that fail during the financial close shall be immediately escalated to the Controller and RPA Program Manager. The manual process must be executed as a fallback. Bot failures shall not delay the close. If a control bot fails and the control cannot be performed manually before the close deadline, the SOX Program Manager shall evaluate whether a control deficiency exists. Shadow bots are not permitted under any circumstances — discovery triggers immediate suspension and Controller notification.


[bookmark: _Toc235447421]8. Compliance Monitoring & Testing
•  Daily bot execution monitoring (alerts for failures)
•  Weekly exception report review by bot owners
•  Monthly bot performance dashboard to Controller
•  Quarterly bot review (accuracy, relevance, access)
•  Annual SOX testing of control bots
•  Annual shadow RPA detection scan
[bookmark: _Toc235447422]8.1 Key Metrics
	Metric
	Target

	Bot success rate (runs completing without failure)
	[99%+]

	Exception rate (exceptions / records processed)
	< [2%]

	Exception resolution time
	< [24] hours for financial bots

	Bot inventory completeness
	100% of production bots registered

	Shadow bots discovered
	Zero

	Control bot SOX testing pass rate
	100%

	Bot ROI (time saved vs. development and maintenance cost)
	Positive for all bots




[bookmark: _Toc235447423]9. Related Policies & References
•  Finance Application Change Management Policy
•  IT General Controls Policy
•  Financial Systems Access Control Policy
•  Internal Controls & SOX Compliance Policy
•  AI & Automation Governance Policy


[bookmark: _Toc235447424]10. Appendices
[bookmark: _Toc235447425]Appendix A — Bot Inventory Template
	Field
	Description

	Bot ID
	Unique identifier

	Bot name
	Descriptive name

	Process automated
	What the bot does

	Classification
	Control / Financial / Administrative

	Bot owner
	Business process owner

	Systems accessed
	ERP, banking, reporting, etc.

	Schedule
	When the bot runs

	Credential
	Service account used

	Exception handling
	How errors are managed

	Last quarterly review
	Date and reviewer

	SOX control reference
	If a control bot, which SOX control


[bookmark: _Toc235447426]Appendix B — RPA Request Form
	Field
	Description

	Requestor
	Name and department

	Process description
	What is done manually today

	Volume
	Transactions per period

	Time per transaction
	Manual processing time

	Estimated annual time savings
	Hours saved

	Systems involved
	Which systems the bot would interact with

	Exception scenarios
	What could go wrong

	SOX relevance
	Does this process support a SOX control?

	Approval
	Per authority matrix
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