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[bookmark: _Toc235447085]1. Purpose & Scope
This Finance Application Change Management Policy establishes the standards, procedures, and controls governing changes to financial applications, ERP modules, and reporting systems. The policy supplements the IT General Controls Policy with finance-specific requirements for managing changes that could affect financial data integrity, automated controls, and financial reporting.
This policy applies to all changes to systems that process, store, or report financial data including: ERP financial modules (GL, AP, AR, FA, inventory, consolidation), financial planning and analysis tools, tax preparation and compliance systems, treasury management systems, close management and reconciliation tools, financial reporting and disclosure systems, and any interface, integration, or data feed between financial systems.
[bookmark: _Toc235447086]1.1 Objectives
•  Prevent changes to financial systems from introducing errors into financial data or reports
•  Ensure financial system changes are tested with finance-specific test scenarios before deployment
•  Maintain SOX compliance for all changes to in-scope financial applications
•  Require finance stakeholder approval for changes affecting financial processes or data
•  Document the business and SOX impact of each change for audit trail purposes
•  Coordinate change timing with the financial close calendar to minimize disruption


[bookmark: _Toc235447087]2. Definitions
	Term
	Definition

	Financial Application
	Any system that processes, stores, calculates, or reports financial data used in the preparation of financial statements.

	Change Request
	A formal request to modify a financial application, including the business justification, technical scope, and impact assessment.

	SOX Impact Assessment
	An evaluation of whether the proposed change affects any automated control, calculation, or report relied upon in the ICFR assessment.

	User Acceptance Testing (UAT)
	Testing performed by finance users to verify that the change works correctly in business scenarios before production deployment.

	Regression Testing
	Testing to confirm that the change has not adversely affected existing functionality.

	Change Freeze
	A period (typically during the financial close) when no changes may be deployed to financial systems without emergency approval.

	Finance Change Advisory Board (FCAB)
	The cross-functional group (Finance, IT, SOX) that reviews and approves significant changes to financial applications.

	Data Migration
	The movement of data between systems or environments, which carries risk of data loss or corruption.

	Cutover Plan
	The detailed plan for transitioning from the old system/process to the new system/process during go-live.

	Post-Implementation Validation
	Finance verification after deployment that the change is working correctly in production with real financial data.




[bookmark: _Toc235447088]3. Policy Statements
[bookmark: _Toc235447089]3.1 Change Classification
Changes to financial applications shall be classified by risk level:
	Risk Level
	Criteria

	Standard (Low Risk)
	Configuration changes that do not affect calculations, data flows, or controls (user interface adjustments, report formatting, non-financial field changes). Requires IT approval + Finance notification.

	Significant (Medium Risk)
	Changes affecting financial calculations, automated controls, reports, or data flows (new account codes, tax rate updates, approval workflow changes, report modifications). Requires FCAB review + Finance UAT.

	Major (High Risk)
	System upgrades, new module implementations, major integrations, data migrations, changes to core financial calculations or consolidation logic. Requires FCAB approval + comprehensive UAT + SOX impact assessment + Controller approval.


[bookmark: _Toc235447090]3.2 Change Freeze Periods
[Company Name] shall enforce change freeze periods for financial systems:
	Period
	Freeze Rule

	Monthly close (Day [-1] through Day [5])
	No standard or significant changes deployed to financial systems

	Quarter-end close (Day [-3] through Day [8])
	No changes of any risk level without CFO emergency approval

	Year-end close (December [20] through January [15])
	Complete freeze; emergency changes only with CFO and Controller approval

	SOX testing periods
	No changes to in-scope applications during active SOX testing without SOX Program Manager coordination


[bookmark: _Toc235447091]3.3 Finance Stakeholder Approval
All significant and major changes to financial applications require approval from the finance process owner (the finance manager responsible for the affected process). The finance process owner shall: review the change specification for business accuracy, design and execute finance-specific UAT scenarios, confirm that automated controls and reports remain accurate, and sign off on production deployment.
[bookmark: _Toc235447092]3.4 SOX Impact Assessment
For every change to an in-scope financial application, the SOX Program Manager shall assess whether the change affects: automated calculations relied upon in the financial close, system-enforced controls (approval workflows, access restrictions, validation rules), reports used as the basis for management review controls, data feeds or interfaces between financial systems, and segregation of duties configurations. If any SOX control is affected, the change requires: updated control documentation, re-testing of the affected control before the next SOX testing cycle, and Controller notification.

[bookmark: _Toc235447093]4. Roles & Responsibilities
	Role
	Responsibilities

	Controller
	Approves major financial system changes. Reviews SOX impact assessments. Enforces change freeze periods.

	Finance Process Owners
	Review change specifications. Design and execute UAT. Approve deployment to production.

	Finance Change Advisory Board
	Reviews significant and major changes. Evaluates risk and timing. Coordinates across functions.

	SOX Program Manager
	Performs SOX impact assessments. Updates control documentation. Coordinates with auditors on change impact.

	IT Change Manager
	Manages the technical change process. Coordinates with the FCAB for financial changes. Ensures development/test/production separation.

	IT Developers
	Develop changes in non-production environments. Support UAT. Migrate approved changes to production.

	Internal Audit
	Reviews change management compliance for financial applications. Tests that SOX-affected controls remain effective.

	External Auditor
	Evaluates the impact of significant changes on the audit approach. Reviews major system implementations.




[bookmark: _Toc235447094]5. Detailed Procedures
[bookmark: _Toc235447095]5.1 Change Request Process
1.  Change requestor submits a change request specifying: business justification, functional requirements, affected system(s) and module(s), requested implementation date, and urgency
2.  IT classifies the change (standard, significant, major) with Finance input
3.  SOX Program Manager performs the SOX impact assessment
4.  For standard changes: IT processes through the normal change management process with Finance notification
5.  For significant changes: FCAB reviews and approves; finance UAT scheduled
6.  For major changes: FCAB reviews, Controller approves, comprehensive test plan developed
[bookmark: _Toc235447096]5.2 Finance User Acceptance Testing
Finance UAT for significant and major changes shall include:
•  End-to-end process testing using realistic financial data (not just technical test data)
•  Automated control verification: do approval workflows, validation rules, and system edits function correctly?
•  Calculation verification: do financial calculations produce the correct results? (Compare to manually calculated expected results)
•  Report verification: do reports reflect the change correctly? Are prior-period comparatives unaffected?
•  Integration testing: do data feeds between systems continue to function? Are amounts consistent across systems?
•  Regression testing: are existing processes unaffected by the change?
UAT results shall be documented with: test scenarios, expected results, actual results, pass/fail status, and finance sign-off. All test failures must be resolved before production deployment.
[bookmark: _Toc235447097]5.3 Deployment and Post-Implementation
1.  Finance process owner provides written approval for production deployment
2.  Deployment scheduled outside of change freeze periods
3.  IT migrates the change to production (developer who built the change should not migrate, per SOD)
4.  Post-implementation validation performed by Finance within [2] business days: verify the change works correctly with production data, verify automated controls are functioning, and verify reports are accurate
5.  Any issues identified trigger the rollback plan or emergency fix process
6.  Change documentation updated and filed
[bookmark: _Toc235447098]5.4 Emergency Change Process
Emergency changes to financial systems during change freeze periods require:
1.  Business justification documenting why the change cannot wait until the freeze ends
2.  Controller verbal approval (documented within [24] hours)
3.  Abbreviated UAT focused on the specific change (not full regression)
4.  SOX Program Manager notification
5.  Post-implementation review within [5] business days
6.  Emergency changes are tracked and reported to the FCAB monthly — frequent emergency changes indicate a planning gap
[bookmark: _Toc235447099]5.5 Major System Implementation
Major financial system implementations (new ERP, module go-live, system migration) require an enhanced process:
•  Project governance with Controller and CFO oversight
•  Parallel processing period: run old and new systems simultaneously and reconcile for [1-3] months
•  Data migration validation: reconcile migrated data to source with zero tolerance for financial account balances
•  Cutover plan with detailed steps, responsibilities, and rollback criteria
•  Go/no-go decision by the Controller [48] hours before cutover
•  Extended post-implementation monitoring for [30] days
•  External auditor notification before go-live


[bookmark: _Toc235447100]6. Approval Authorities & Thresholds
	Change Type
	Risk Level
	Approver

	Standard change
	Low
	IT Change Manager + Finance notification

	Significant change
	Medium
	FCAB + Finance process owner UAT sign-off

	Major change
	High
	FCAB + Controller + SOX Program Manager

	Emergency change (during freeze)
	Any
	Controller verbal + documented within 24 hours

	Data migration
	High
	Controller + IT Director

	System cutover (go/no-go)
	High
	Controller

	Rollback decision
	Any
	Controller + IT Director

	SOX control documentation update
	When controls affected
	SOX Program Manager + Controller




[bookmark: _Toc235447101]7. Exceptions & Escalation
Changes deployed to production without finance process owner approval shall be: reported to the Controller and SOX Program Manager immediately, assessed for impact on financial data and controls, rolled back if the impact cannot be validated quickly, and treated as a control deficiency for SOX purposes. Repeated violations of the change management process shall be escalated to the CFO and CTO for remediation.


[bookmark: _Toc235447102]8. Compliance Monitoring & Testing
•  Monthly review of all changes to in-scope financial applications
•  Monthly emergency change volume tracking
•  Quarterly FCAB meeting to review upcoming changes and prioritize
•  Quarterly SOX Program Manager review of change-affected controls
•  Annual change management process audit by Internal Audit
[bookmark: _Toc235447103]8.1 Key Metrics
	Metric
	Target

	Changes deployed with finance approval
	100%

	SOX impact assessment completed before deployment
	100%

	Finance UAT completed and passed before deployment
	100% (significant and major)

	Changes deployed during freeze period
	Zero (except approved emergencies)

	Emergency changes as % of total
	< [5%]

	Post-implementation issues (changes causing production problems)
	< [3%]

	SOX control failures due to system changes
	Zero




[bookmark: _Toc235447104]9. Related Policies & References
•  IT General Controls Policy
•  Internal Controls & SOX Compliance Policy
•  Financial Systems Access Control Policy
•  Capitalized Software Development Policy
•  PCAOB AS 2201 (ITGC requirements)
•  COBIT Framework (Change Management domain)


[bookmark: _Toc235447105]10. Appendices
[bookmark: _Toc235447106]Appendix A — Finance Change Request Form
	Field
	Description

	Requestor
	Name and department

	System affected
	ERP module, reporting tool, etc.

	Change description
	What is being changed and why

	Business justification
	Business need driving the change

	Risk classification
	Standard / Significant / Major

	SOX impact
	Controls affected (if any)

	Requested date
	Target deployment date

	Change freeze check
	Is the target date within a freeze period?

	Finance process owner
	Name and approval

	UAT plan
	Test scenarios and schedule

	Rollback plan
	How to revert if issues arise


[bookmark: _Toc235447107]Appendix B — Change Freeze Calendar
	Period
	Freeze Dates

	Monthly close
	Day [-1] to Day [5]

	Quarter-end close
	Day [-3] to Day [8]

	Year-end close
	Dec [20] to Jan [15]

	SOX testing
	Per SOX calendar
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