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[bookmark: _Toc235446163]1. Purpose & Scope
This Anti-Money Laundering and Sanctions Compliance Policy establishes the standards, procedures, and controls to prevent [Company Name] from being used as a vehicle for money laundering, terrorist financing, or sanctions evasion. The policy ensures compliance with the Bank Secrecy Act (BSA), USA PATRIOT Act, OFAC sanctions regulations, and applicable international AML laws.
This policy applies to all business activities that involve the receipt or transfer of funds, the onboarding of customers or vendors, and any transaction that could create exposure to money laundering or sanctions risk, across all entities, geographies, and business units of [Company Name].
[bookmark: _Toc235446164]1.1 Objectives
•  Prevent [Company Name] from being used to launder money or finance terrorism
•  Comply with OFAC sanctions by screening all counterparties against sanctions lists
•  Implement Know Your Customer (KYC) procedures proportionate to risk
•  Detect and report suspicious activity per BSA requirements
•  Train employees to recognize and escalate money laundering and sanctions red flags
•  Avoid business relationships with sanctioned persons, entities, or jurisdictions


[bookmark: _Toc235446165]2. Definitions
	Term
	Definition

	Money Laundering
	The process of making illegally obtained money appear legitimate through a series of transactions.

	Terrorist Financing
	Providing funds or financial services for terrorist activities, regardless of whether the funds are derived from legitimate or illegitimate sources.

	OFAC
	Office of Foreign Assets Control — the US government agency that administers and enforces economic sanctions programs.

	SDN List
	Specially Designated Nationals and Blocked Persons List — individuals and entities with whom US persons are prohibited from transacting.

	KYC
	Know Your Customer — the process of verifying the identity and assessing the risk of customers and business partners.

	Sanctions Screening
	The process of checking customers, vendors, and transaction parties against OFAC and other sanctions lists.

	Suspicious Activity Report (SAR)
	A report filed with FinCEN when suspicious activity is detected that may indicate money laundering or other financial crime.

	Customer Due Diligence (CDD)
	The process of understanding the customer's identity, business, and the expected nature of the business relationship.

	Enhanced Due Diligence (EDD)
	Additional scrutiny applied to higher-risk customers, transactions, or jurisdictions.

	Beneficial Owner
	The natural person(s) who ultimately own or control a legal entity customer (typically 25%+ ownership or significant control).




[bookmark: _Toc235446166]3. Policy Statements
[bookmark: _Toc235446167]3.1 Prohibited Activities
[Company Name] shall not: conduct business with individuals or entities on the OFAC SDN List or other applicable sanctions lists, conduct business with or in comprehensively sanctioned countries or regions (currently: Cuba, Iran, North Korea, Syria, and the Crimea, Donetsk, and Luhansk regions of Ukraine — list subject to change), process transactions designed to evade sanctions or obscure the source of funds, structure transactions to avoid reporting thresholds, or maintain business relationships with shell companies or entities with opaque ownership designed to conceal beneficial ownership.
[bookmark: _Toc235446168]3.2 Sanctions Screening
[Company Name] shall screen the following against OFAC and applicable sanctions lists:
•  All new customers at onboarding
•  All new vendors at onboarding
•  All parties to significant transactions (counterparties, intermediaries, beneficiaries)
•  All wire transfer beneficiaries
•  Existing customers and vendors periodically (at least [annually] or upon list updates)
Screening shall use an automated screening tool that checks against: OFAC SDN and Consolidated Lists, EU Consolidated Sanctions List, UN Security Council Sanctions List, and other applicable lists based on [Company Name]'s geographic footprint.
[bookmark: _Toc235446169]3.3 Know Your Customer (KYC)
[Company Name] shall implement risk-based KYC procedures:
	Risk Level
	KYC Requirements

	Standard Risk
	Identity verification (government ID for individuals; formation documents for entities), beneficial ownership identification (25%+ owners), sanctions screening, business purpose understanding

	Enhanced Risk
	All standard requirements PLUS: enhanced identity verification, source of funds verification, senior management approval, ongoing monitoring. Enhanced risk triggers: customers in high-risk countries (FATF grey/black list), PEPs (politically exposed persons), complex ownership structures, unusual transaction patterns, cash-intensive businesses


[bookmark: _Toc235446170]3.4 Suspicious Activity Monitoring
[Company Name] shall monitor for suspicious activity including: transactions inconsistent with the customer's known business, unusual payment patterns (round amounts, rapid movement of funds, payments from unexpected sources), requests to structure transactions to avoid reporting thresholds, customers resistant to providing KYC information, transactions involving high-risk jurisdictions without apparent business purpose, and payments to or from entities with no apparent relationship to the transaction.
[bookmark: _Toc235446171]4. Roles & Responsibilities
	Role
	Responsibilities

	Chief Compliance Officer / AML Officer
	Owns the AML/sanctions compliance program. Files SARs. Manages screening tools. Reports to the Board.

	CFO
	Sponsors the AML program. Reviews compliance status. Ensures adequate resources.

	General Counsel
	Advises on sanctions law and regulatory requirements. Manages OFAC license applications if needed.

	Controller
	Ensures financial transactions are monitored for suspicious patterns. Reviews unusual payment requests.

	Treasurer
	Manages sanctions screening for wire transfers. Coordinates with banks on AML requirements.

	Sales / Account Management
	Performs initial customer KYC. Collects customer identification documents. Escalates concerns.

	Procurement / AP
	Performs vendor KYC. Screens vendors against sanctions lists. Escalates concerns.

	IT
	Maintains the sanctions screening tool. Implements automated monitoring. Supports investigations.

	All Employees
	Recognize and report suspicious activity. Complete AML training. Do not tip off suspected money launderers.




[bookmark: _Toc235446172]5. Detailed Procedures
[bookmark: _Toc235446173]5.1 Customer Onboarding KYC
1.  Sales collects customer identification information: legal name, address, TIN/EIN, formation documents, beneficial owner information
2.  Compliance screens the customer against sanctions lists
3.  Risk assessment performed: standard or enhanced risk
4.  For enhanced risk: additional due diligence performed (source of funds, management approval)
5.  KYC file documented and stored in [compliance system]
6.  Customer approved for onboarding (or rejected if sanctions match or unacceptable risk)
7.  Ongoing monitoring initiated per the risk level
[bookmark: _Toc235446174]5.2 Vendor Onboarding Screening
Vendor KYC follows a parallel process managed by Procurement with Compliance support. All vendors shall be screened before: the first purchase order, the first payment, and any change to vendor payment details. Vendor screening is integrated with the vendor master file setup process per the AP Policy.
[bookmark: _Toc235446175]5.3 Transaction Screening
Wire transfers and high-value payments shall be screened against sanctions lists before processing. Screening includes: beneficiary name and address, beneficiary bank (for international wires), intermediary banks, and the transaction narrative/purpose. Transactions with potential matches are held pending investigation. True matches are blocked and reported to the AML Officer.
[bookmark: _Toc235446176]5.4 Suspicious Activity Response
1.  Employee identifies suspicious activity and reports to the AML Officer (not to the customer)
2.  AML Officer investigates: reviews transaction history, KYC file, and available information
3.  If suspicion is confirmed or unresolved: SAR filed with FinCEN within [30] days
4.  No tipping off: the customer is not informed that a SAR has been filed
5.  Transaction may be processed, delayed, or blocked based on the AML Officer's assessment
6.  Documentation maintained per record retention requirements ([5] years after the SAR filing)
[bookmark: _Toc235446177]5.5 OFAC Match Resolution
When a sanctions screening produces a potential match: the transaction or onboarding is paused immediately, the AML Officer investigates: is it a true match (same person/entity) or a false positive? For true matches: the transaction is blocked, the relationship is terminated (or not initiated), OFAC is notified if required, and the incident is documented. For false positives: the investigation is documented with the rationale for clearing the match, and the transaction or onboarding proceeds.


[bookmark: _Toc235446178]6. Approval Authorities & Thresholds
	AML/Sanctions Decision
	Threshold
	Approver

	Standard risk customer onboarding
	All
	Sales Manager + Compliance screening

	Enhanced risk customer onboarding
	All
	AML Officer + Senior Management

	Customer rejection (sanctions match)
	All
	AML Officer

	SAR filing
	All
	AML Officer

	OFAC license application
	All
	AML Officer + General Counsel

	AML policy update
	All
	AML Officer + CFO

	Transaction hold (pending investigation)
	All
	AML Officer

	Customer relationship termination (AML risk)
	All
	AML Officer + CFO




[bookmark: _Toc235446179]7. Exceptions & Escalation
There are no exceptions to sanctions screening requirements. Transactions with sanctioned parties are prohibited by law. If an OFAC license is needed for a specific transaction (e.g., humanitarian exemption), the AML Officer and General Counsel shall apply to OFAC before the transaction occurs. SAR filing decisions shall not be overridden by management — the AML Officer has independent filing authority. Suspected sanctions violations shall be reported to the CFO and General Counsel immediately and may require voluntary self-disclosure to OFAC.


[bookmark: _Toc235446180]8. Compliance Monitoring & Testing
•  Continuous sanctions screening (real-time for new counterparties; periodic for existing)
•  Quarterly suspicious activity monitoring review
•  Annual AML risk assessment
•  Annual AML/sanctions training for all employees
•  Annual independent testing of AML program effectiveness
•  Annual sanctions list update verification
[bookmark: _Toc235446181]8.1 Key Metrics
	Metric
	Target

	Sanctions screening completion before transaction
	100%

	SAR filing timeliness (within 30 days)
	100%

	AML training completion
	100% of employees

	False positive resolution time
	< [3] business days

	Sanctions violations
	Zero

	KYC file completeness
	100% of active customers




[bookmark: _Toc235446182]9. Related Policies & References
•  Vendor Management Policy
•  Accounts Payable & Disbursement Policy
•  Wire Transfer & Electronic Payment Policy
•  Fraud Prevention & Whistleblower Policy
•  Bank Secrecy Act / USA PATRIOT Act
•  OFAC regulations (31 CFR Part 501)
•  FinCEN guidance
•  FATF Recommendations
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[bookmark: _Toc235446184]Appendix A — AML Red Flags
•  Customer reluctant to provide identification or beneficial ownership information
•  Transactions with no apparent business purpose
•  Payments from third parties not involved in the underlying transaction
•  Rapid movement of funds in and out of accounts
•  Transactions involving countries with weak AML controls (FATF grey/black list)
•  Requests to structure payments below reporting thresholds
•  Shell companies with no apparent business operations
•  Payments in unusual currencies or through unusual intermediaries
[bookmark: _Toc235446185]Appendix B — Sanctions Screening Quick Reference
	Sanctions List
	Coverage

	OFAC SDN List
	Individuals and entities blocked by the US

	OFAC Consolidated Sanctions List
	All OFAC non-SDN lists combined

	EU Consolidated List
	Individuals and entities sanctioned by the EU

	UN Security Council List
	Individuals and entities sanctioned by the UN

	UK Sanctions List
	UK-specific sanctions

	Country-specific lists
	Per [Company Name]'s geographic operations
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